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(54) Method and arrangement in a network repeater for automatically changing iinic speed 

V: 

^(57) A network repeater having a plurality of 
repeater ports selectively establishes links with remote 
.nodes at one of two data rates based on the capabilities 
iof the remote network node and a determined link integ- 
rity. A network repeater establishes a link with a network 
node using auto-negotiation techniques to establish a 
100 Mb/s link. The network repealer than monitors the 
link for symbol errors, and determines an integrity of the 
link based on a detected number of symbol errors rela- 
tive to a prescribed threshold. If the detected number of 
symbol enors reaches the prescribed threshold, indicat- 
ing poor link integrity due to poor cable connection or 
condition, faulty network device, etc., the network 
repeater performs a down shifting operation by breaking 

the established 1 00 Mb/s link, and restarting auto-nego- ' 
tiation to establish a 10 Mb/s link. Hence, the network 
repeater may monitor high-speed links for link integrity, 
and selectively downshift a link encountering a substan- 
tial number of errors to a reduced data rate, without a 
necessity of a network manager or other remote man- 
agement function. 
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10002] Network repeaters are typically used to connect between network nodes, for example network stations serving 
as data terminal equipment (DTE) on different network media. Repeaters provide the advantage of extending the phys- 
ical distance between network nodes by receiving a data packet from one network medium, reconditioning the physical 
signal, and outputdng the data packet to a second network medium. The repeater may also fonn/ard carrier sense and 
collision signals, effectively extending the collision domain of one medium onto the second medium. 
[0003] Repeaters interconnecting network nodes on different network media have conventionally been configured to 
connect only networks operating at the same transmission rate. One problem encountered in higher-speed networks, 
for example 100 Mb/s WEE 802.3 networks, is the identification of a link, between the network repeater and a remote 
network node on one of the network repeater ports, having a poor level of integrity. In particular, there is a need to dis- 
cover links between a r^eater port and a network node that are not performing up to specifications, for example due 
to a poor cable connection or condition, a faulty network interface device at the remote node, etc. 
[0004] One proposal for handling link failure is by using network management capabilities, for example, a remote man- 
agement function (i-e.. network manager) configured for monitoring and controlling ^Derations of the repeater and tiie 
network nodes. For exanple. a remote management technique may use a management protocol to transmitmanage- 
ment information between the repeater and the network manager. However, such an arrangement necessarily relies on 
a management function, and hence is inapplicable in unmanaged network. Moreover, the monitoring of links by a cen- 
tralized network manager requires that each unit to be managed incorporate a function to handle the management pro- 
tocol (an agent) increasing the complexity and processing requirements of the managed unit. e.g. a repeater. 
[0005] There is a need for an arrangement for interconnection of different speed network nodes using a repeaters, 
where the link integrity between a repeater and the network nodes can be reliably monitored without the necessity of a 
network nrianager. 
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gaTeducediOumberfof symro 
[0008] According to one aspect of the present invention, a method in network equipment includes establishing a link 
witii a remote network node at a prescribed data rate via a network medium, monitoring the link by counting a detected 
numb©" of symbol errors, and determining an integrity of the link based on the detected number of symtx)! errors rela- 
tive to a prescribed threshold. Monitoring the link by counting a detected number of symbol errors enables the network 
repeater to determine the link integrity of each network repeater port in a relatively simple manner without the necessity 
of an external management function such as a network manager. Moreover, monitoring of the link by counting tiie 
detected number of symbol en-ors enables the network repeater to determine the integrity of tiie link with minimal com- 
plexity, minimizing the processing burdens normally encountered during network monitoring. 
[0009] A preferred feature of this aspect includes selectively reducing the data rate on the network medium to a 
reduced data rate in response to tiie number of symbol errors exceeding prescribed threshold. Hence the network 
repeater, upon detecting that tiie number of symbol errors exceeds the prescribed threshold, may reduce the data rate 
on the identified link in an effort to provide a more reliable link that has a reduced number of symbol errors occurring 
relative to the link having the higher data rate. 

[0010] Another aspect of the present invention provides a network repeater having a plurality of repeater ports, con- 
figured for sending and receiving data packets between remote network nodes via respective network media. The net- 
work repeater includes a first repeater for sending and receiving data packets between a first group of the repeater 
ports according to a first data rate, The network repeater also includes a second repeater core configured for sending 
and receiving data packets between a second group of the repeater ports according to a second data rate slower than 
the first data rate. An auto-negotiation unit is configured for selecting one of the first and second data rates for estab- 
lishment of links between the repeater ports and the respective remote network nodes via the respective network 
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media. A symbol error detector is configured tor detecting a number of symbol errors relative to a prescribed time inter- 
val on at least one of the links operating at the first data rate. The repeater also includes a controller configured for 
selectively changihglhe-aVleast one link frorn the first data rate to the second data rate based on the number of symbol 
errbfe teaching- kpfescribed threshold. The symljol error detector can detect the number of symbol errors on at least 
one link, enabling rrionitoring of each link without the necessity of an external management function. Moreover, the con- 
troller may enable the link to be reduced to a lower speed in the event that a higher number of symbol errors are 
detected, eliminating the necessity of an external management function to monitor link integrity or isxecute more com- 
plex routines in an effort to overcome poor link integrity cohditidns. 

[0011] Additional advantages and novel ifeatures of the invention will be set forth in part in the description which fol- 
lows, and in part wilt become apparent to those skilled in the art upon examination of the following or may be learned 
by practice of the invention. The advantages of the invention may be realized and attained by means of the instrumen- 
talities and combinations particularly pointed out in the appended claims. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0012] Reference is made to the attached drawings, wherein elements having the same reference number designa- 
tions represent like elements throughout and wherein: 

Rg. 1 is a block diagram of a network repeater according to an embodiment of the present invention. 

Fig. 2 is a flow diagram illustrating the method in the network repeater of controlling transmissions according to an 

embodiment of tiie present invention. 

[0013] Fig. 1 is a block diagram of a network repeater 10 configured for transmitting data packets between remote 
network nodes 1 2 according to an embodiment of the present invention. The repeater 1 0 is a fully integrated multiple 
port r^eater that can operate at both 10 Mb/s and 100 Mb/s. In particular, the repeater 10 includes four repeater ports 
,1 4 that transmit and receive data packets with tiie respective remote network nodes 1 2 according to IEEE 802.3 proto- 
col. Each repeater port 14 establisheis a link witii the corr^pbndtng network node 12 at a prescribed data rate (e.g., 10 
Mb/s or 100 Mb/s) via a network medium 16. for example as category 3 unshielded twisted pair (UTP) or category 5 
UTP cable! As described b'dow. ieach repeater ^brt 14 autbrhatically configures to the speed of the remote network 
nodes 12 using autd-hegotiatiori protocols. As iecoghtzed in art. the 10-6ASE-T protocol specifies transmrttihg 
Etiiernet (IEEE 802.3) data packets at 10 Mb/s over tvra'twisted pairs UTP wiring, where the maximum cable segment 
distance jis 100 mi^e^ from the node 12 to ttie repeater id/ The 100 BASE-TX standard specifies transmission of 
Ethernet (IEEE 802.3) data packets ait 100 Mb/s over Wd pairs of category 5 UTP wiring, where tiie maximum cable, 
segrnent distance is 100 meters from the node ^2 to Ihe repeater 10. 

[0014] As described below, the repeater 10 also includes a 10 Mb/s back plane 18 and a 100 Mb/s back plane 20. 
(enabling the repeater 10 to be connected to other similar repeaters, effectively forming a large port-count repeater. 
[0015] The repeater 10 also includes a 10 Mb/s repeater core 22 and a 100 Mb/s repeater core 24. The repeater cores 
22 and 24 are configured tor sending and receiving data packets between selected repeater ports according to the 
respiective data rates. In particular, tiie repeater 10 includes a port s\Antching and steering interface 26 configured for 
selectively connecting each network port 14 to one of the repeater cores 22 or 24 based on the corresponding link 
speed of the repeater port 14. For example, if the repeater port 14a is configured for sending and receiving data packets 
via medium 16a at the link ^eed of 10 Mb/s. the port switching and steering interface 26 connects the repeater port 
14a to tiie repeater core 22. Similariy. if the repeater port 14b is configured for sending and receiving data packets on 
the medium 16b at the link speed of 100 Mb/s. the port switching and steering interface 26 connects the repeater port 
14b to the 100 Mb/s repeater core 24. The port switching and steering interface 26 may be implemented as a plurality 
of multiplexers that selectively connect each port 14 to the appropriate repeater core 22 or 24 depending on the deter- 
mined link speed for the corresponding repeater port 14. 

[0016] The repeater cores 22 and 24 are implemented as state machines configured for operation compliant with 
IEEE 802.3 Section 9 and Section 27. respectively. In particular, the 10 Mb/s repeater state machine 22 is configured 
such that all repeater ports 14 operating in the 10 Mb/s collision domain, within the repeater 10 or via a 10 Mb/s expan- 
sion bus coupled to the back plane 18, form a single repeater that is compliant with IEEE 802.3 Section 9. If any single 
port 14 connected to the 10 Mb/s repeater state machine 22 sens s tiie start of a valid packet, the repeater core 22 will 
retransmit the received packet on all the other ports connected to the core 22 unless a collision is detected. The 
repeater core 22 also supplies the packet to the 1 0 Mb/s expansion bus coupled to the backplane 1 8 to facilitate designs 
using multiple repeaters 10. When retransmiting a packet, the repeater core 22 ensures that the outgoing packets com- 
ply with IEEE 802.3 signal amplitude, symmetry, and jitter requirements based on a clock that is internal to the repeater 
10. In addition, the repeater core 22 will ensure that the preamble will have a minimum of 56 bits before the start of 
frame delimiter (SFD). 

BEST AVAILABLE COPY 



EP0 939 512 A2 



[0017] The repeater core 22 also detects and .resppnds to collision conditions on all ports connected to the repeater 
core 22 as specified in IEEE 802.3. Section 9, including collision conditions detected via the backplane 18. 
[0018] Other recognized functions are performed by the repeater core 22 to ensure. reliable transfer of data in the 10 
Mb/s collision domain for example fragment extension and auto-partitioh/recognition: . ^ 

(001 9] The 1 00 Mb/s repeater core 24 is implemented as a state machine configured such that all ports operating in 
the 100 Mb/s collision domain in the repeater 10. or via the 100 Mb/s backplane 20, form a single repeater that is com- 
pliant to IEEE 802.3u Section 27. In particular, if any port 14 connected to the 100 Mb/s core 24 senses the start of a 
valid packet, the repeater core 24 will transmit the received packet on all the other connected ports unless a collision is 
detected. The repeated data is also supplied to the backplane 20 for transmission to other repealers connected to the 
backplane 20. As described above, the 100 Mb/s repeater core 24 ensures that the outgoing packet on a transmit port 
complies with the IEEE 802.3u (Sections 24. 25 and 27) signal amplitude, symmetry, and jitter requirements. The trans- 
mitted signal is also retimed by an internal clock. Other recognized functions are performed by the repeater core 24 to 
ensure reliable transfer of data in the 1 0OMb/s collision domain. 

e auto-negotiation unrt-30 performs-auto-negotiation^as defined in EEE'802:3^ The auto^^^tiation 

unit 30 uses auto-negotiation protocol to establish a link between each repeater port 14 in the corresponding node 12 
according to a selected data rate based upon the capabilities of the corresponding node 1 2. For example, if the remote 
node 1 2a is capable of transmitting at 1 00 Mb/s. the auto-negotiation unit 30 establishes the link between the repeater 
port 14a and the remote network node 12a at a 100 Mb/s data rate (100 BASE-TX). However, if the remote node 12a 
is not able to send and receive data packets at 100 Mb/s. the auto-negotiation unit 30 establishes the link between the 
repeater port 14a and remote node 12a via the network medium 16a at 10 Mb/s (10 BASE-T). In particular, the auto- 
negotiation unit 30 uses a burst of link pulses referred to as fast link pulses (FLPs). that are spaced between 55 micro- 
seconds and 100 140 microseconds so as to be ignored by a standard 10 BASE-T receiver. TTie FLP burst contains 
infomiation about the capabilities of the transmitting device namely the repeater port 14. The remote network node 12 
capable of 100 Mb/s transmission and reception decodes the FLP burst to learn about the capabilities of the transmit- 




ting device 14. 
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[0022] The link controller 34 is configured for selectively changing^he^stablish^ lihte^^S^ 
14 and the remote netvyork nodes 12 from the 100 Mb/s data rate to the 10 Mb/s data rate based on a detected reduc- 
tion in the link integrity. Specifically, the link controller 34 is cprrfigured.for detecting and correcting for excessive en-or 
rate. In the 100 Mb/s links, for example due to faulty cabling or. equipment The integrity of each 100 Mb/s link is deter- 
mined by perfomiing a high-speed link integrity check: on;.each 100 Mb/s link. Spedfically. each repeater port 14 
includes a 1 0 Mb/s physical layer transceiver 42, a 1 00 Mb/s physical layer transceiver 44, plus a symbol en-or detector 
46. a counter 48 and a timer 54. The symbol error detector 46 is configured for detecting a number of symbol errors on 
the corresponding link when the repeater port 14 uses the 100 Mb/s transceiver 44 operating at the 100 Mb/s data rate 
according to the symbol definitions of Table i . 



TABLE 1 



Symbol Definitions 


Symbol (HEX) 


NRZ 


4b/5b 


Interpretation 


0 


0000 


11110 


Data 0 


.1 


0001 


01001 


Data 1 


* 2 


0010 . 


10100 


Data 2 


3 


0011 


10101 


Data 3 


4 


0100 


01010 


Data 4 


5 


0101 


01011 


Data 5 


.6 


0110 


01110 


Data 6 


7 


0111 


01111 


Data? 


8 


1000 


10010 


Data 8 
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' -'^TABlB f (cbritinuai) ■ 



Symbol Definitions . 


Symbol (HEX) 


NRZ 


4b/5b 


Interpretation 


9 


1001 


10011 


Data 9 


..r A 


1010 


10110 


Data A 


B 


1011 


10111 


Data B 


C 


1100 


11010 


DataC 


D 


1 101 


11011 


Data D 


E 


1110 


11100 


Data E 


F 


1111 


11101 


DataF 


* Idle 


Undefined 


11111 


Idle Symbol 


. J 


0101 


11000 


Start of Stream Delimiter: 1 of 2 


K 


0101 


10001 


Start of Stream Delimiter: 2 of 2 


T 


Undefined 


01101 . 


End of Stream Delimiter: 1 of 2 


R 


Undefined 


00111 


End of Stream Delimiter: 2 of 2 


H 


Undefined 


00100 


En'or Bit. 



[0023] The counter 48 may be configured for incrementing or decrementing (depending on the embodiment) a counter 
value in response to each of the detected symbol errors from the PHY 44. As described below, the link controller mon- 
itors the link by counting the detected numt>er of symbol enrors for each port 1 4, and determines the integrity of the link 
based on the detected number of symbol enors relative to a prescribed threshold. If the detected number of symbol 
errors reaches the prescribed threshold relative to ai prescribed time interval, the link controller 34 selectively reduces 
the data rate on the corresponding network medium 1 6'to the reduced 1 0 Mb/s data rate by breaking the link and per- 
forming auto-negotiation by advertising that the corresponding repeater port 14 is only capable of 10 Mb/s operation. 
Hence, a second link is established at the 10 Mb/s data rate; reducing the probabilities of symtxsl errors. 
[0024] As shown in Rgure 1 , the link controller 34 indudes a table 50 and a selector drcuit 52. The table 50 stores a 
plurality of available thresholds, and the selector circuit 52 selects one of the available thresholds as the prescribed 
threshold corresponding to an unacceptable symbol error rjate based on a selection signal from the management con- 
trol logic 32 or by some other means allowing a threshold to be selected in a system without management. Hence, the 
repeater 10 may be initially programmed with a plurality of thresholds stored in table 50. and a configuration register 
may also be programmed for selecting one of the thresholds, as well as the selected enabling of the downshift operation 
on a per-port basis. 

[0025] Figure 2 is a diagram illustrating a method for controlling transmission by monitoring link integrity and selec- 
tively redudng the data transmission rate on a repeater port 14 having a link with a detected number of symbol errors 
reaching a prescribed threshoki. Figure 2 only illustrates the process for one port. In any multiport repeater such as the 
one shown in Rgure 1 each port will have its own set of processes, and all processes will run simultaneously. 
[0026] The process for one port starts at step 59. when certain register bits are set to advertise that this port (e.g., 
14a) is capable of 100 Mbps operation. 

[0027] In step 60 the error counter 48 is preset to a threshold value determined by the select circuit 52. The timer 54 
is set to a value which will result in the desired sampling interval. /Vuto*Negotiation is then started following the rules of 
iEEE802.3u. 

[0028] In step 61 it is determined whether a successful link has been established at 100 Mbps. If yes, processes 72 
and 64 are both started simultaneously. If no, the link is set to 10 Mbps in step 62 and the port will attempt to establish 
a link at that speed. If it is immediately successful in establishing link at 1 0 Mbps it proceeds to step 63. in which it con- 
tinuously monitors the link for any changing status. If no link is detected, it also proceeds to step 63 in which it monitors 
for any sign of link being established. In either case any change of status (from good link at 10 Mbps to no link, or from 
no link to link established) will cause a return to step 59. 

[0029] Steps 64. 72, 74 and 76 are attempts to illustrate the different aspects of one process. The interval timer 54 
counts down at a constant rate, until it reaches 0. At the same time, the error monitor 46 continuously monitors the input 
symbol stream, and decrements counter 48 once for each symbol error detected. Coinddent with these processes the 
link status is tested as shown with step 74, following the same rules as step 63. 
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[0030] When the timer 54 reaches 0 (step 76) th^ yalue.qf the ^rror counter 48 is tested as , shown in step 78. If the 
value of the counter is greater than zero, the system (e.g., link controller 34) considers that the error rate has been 
acceptable. It proceeds to step 80. where the counter and timer are reset and the monitpring cycle is re-started by 

returning to steps 72 and 64. . . , . , , 

5 [0031 ] If the value of the error counter has fallen to 0 this shows that an unacceptable, number of errors have occurred 
during the sampling interval. The system proceeds to step 82, when the register bits referred to In step 59 are reset to 
advertise that this port is only capable of 1 0 Mbps operation. ' ^ 
[0032] The system then moves to step 62. and attempts to operate in 10 Mbps mode. 

[0033] According to the disclosed embodiment. 100 Mb/s data links can be easily monitored to determine whether 
10 link integrity is not performing to required specifications, for example, due to bad cable or poorly-performing hardware 
circuitry, etc. The disclosed arrangement eliminates the requirements for a remote network manager 40 to continually 
monitor the link status for each of the network ports. Moreover, the link controller, upon detecting the symbol error rate 
reaching a presaibed threshold, effectively downshifts the corresponding repeater port by breaking the link ahd estab- 
lishirig a new link at the reduced data rate. 
15 [0034] Although the disclosed arrangement describes a single link controller 34 serving each of the repeater ports 
1 4. and link controller 34 may alternately be implemented in each of the repeater ports 1 4, such that each repeater port 
14 is capable of independently monitoring and controlling its own link teased on detected symbol error rates. Alterna- 
tively, the symbol error detectors, counters, and timers may be centrally located with the link controller 34 to provide a 
more centralized architecture. ^ 
20 [0035] While this invention has been described in connection with what is presently considered to be the most prac- 
tical and preferred embodiments, it is to be understood that the invention is not limited to the disclosed embodiments, 
but, on the contrary, is intended to cover various modifications and equivalent arrangements included within the scope 
of the appended claims. 

25 Claims 

1 . A method in network equipment of controlling transmissions, the method conrprising: 

establishing a link with a remote network node at a prescribed data rate via a network medium; monitoring the 
30 link by counting a detected number of symbol errors; and determining an integrity of the link based on the 

detected number of symbol errors relative to a prescribed threshold. 

2. The method of claim 1 . wherein the monitoring step comprises: 

35 deaementing a counter In response to detecting one of the symbol errors; and testing the value of the counter 

following a prescribed time interval. / 

3. The method of claim 2. wherein the deaementing step includes halting the decrementing of the counter if the coun- 
ter has a value of zero. 

40 

4. The method of claim 2. wherein the prescribed time Interval equals about one millisecond. 

5. The method of claim 1 . further comprising selecting the prescribed threshold from a plurality of tiiresholds. 

45 6. The method of claim 5. wherein the prescribed tiireshotd corresponds to a significant bit of the detected number of 
symbol errors, the determining step including detecting a transition in the significant bit of the detected number of 
symtx)l errors. 

7. The method of claim 1 . further comprising supplying the prescribed threshold to the network equipment via a serial 

50 interface. : 

8. The method of claim 1 , further comprising generating a signal indicating a problem in the Integrity of tiie link in 
response to the detected number of symbol errors reaching the prescribed threshold. * 

55 9. The method of claim 8, wherein the signal con'esponds to at least one of an LED signal and an Interrupt signal to 
a network management agent. 

1 0. The method of claim 1 . further comprising selectively reducing the data rate on the network medium to a reduced 
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data- rate in response to the detected niWhber of isymbbi errors exceeding the pi-escribed threshold. 

11. The methcki of claihi 10. wherein the monitoring step includes indremeriting an error counter in response to detec- 
' tion of each of said symbol errors, the method further conprising resetting the error counter to zero in response to 

the e'nor counter reaching the prescribed threshold. 

12. The method of claim 10. wherein the selectively reducing step includes redudng the data rate in response to the 
detected number of symbol errors exceeding the prescribed threshold and based on an enable signal. 

13. A network repeater having a plurality of repeater ports, configured for sending and receiving data packets between 
remote network nodes via respective network media, the network repeater comprising: 

a first repeater core configured for sending and receiving data pactets between a first group of the repeater 
ports according to a first data rate; 

a second repeater core configured for sending and receiving data packets between a secorxi group of the 
repeater ports according to a second data rate slower than the first data rate; 

a auto-negotiation unit configured for selecting one of the first and second data rates for establishment of links 
between the repeater ports and the respective remote network nodes via the respective network media; 
a symbol error detector for detecting a number of symbol errors relative to a prescribed time interval on at least 
one of the links operating at the first data rate; and \ 

a controller for selectively changing the at least one link from the first data rate to the second data rate based 
on the number of symbol enters reaching a prescribed threshold. 

14. The repeater of claim 13. wherein the symbol error detector includes a counter configured for incrementing a coun- 
ter value in response to each of the detected symbol en-ors. the counter selectively deaementing the counter value 
each said prescribed time interval. 

15. The repeater of claim 13. further comprising an interface to a network management agerit for receiving the pre- 
scribed threshold from a network manager, the controller outputting a notification signal to the network manager in 
response to the number of symbol errors reaching theprescribed threshold. 
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